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Abstract—Body Area Networks (BAN) can play a major role in
monitoring the health of soldiers in a battlefield. Securing BANs
is essential to ensure safety of the soldiers. This paper presents a
novel key agreement protocol called Photoplethysmogram PPG-
based based Key Agreement (PKA) which allows sensors in a
BAN to agree to a common key using PPG values obtained from
the subject (soldier) they are deployed on. Using the stimuli which
the sensors are designed to monitor directly for cryptographic
purposes, enables administrators to provide security for BANs
with minimal initial setup. The principal contributions of this
paper are: 1) demonstration of the viability of the PPG signals for
agreeing upon common symmetric cryptographic keys between
two nodes in BAN, and 2) analysis of the security, performance
and quality of the keys produced by PKA.

I. INTRODUCTION

Monitoring soldiers’ vital signs during combat and training
can play an important role in aiding commanders to better
assess the state of their troops, plan operations and logis-
tics (http://www.usariem.army.mil/wpsm/index.html). Recent
developments in low-powered electronics have lead to wear-
able or implantable health monitoring sensors. Sensors are
battery-powered nodes consisting of physiological monitoring,
actuation, computation, storage and wireless communication
capabilities. These sensors usually form a multi-hop wireless
network over the soldier’s body, called Body Area Networks
(BAN). BANs provide the ability to pervasively collect, pro-
cess, store and forward health information from soldiers on the
field to appropriate personnel such as squad medic or medical
personnel in the field headquarters. In the rest of the paper we
use the term sensors or nodes, interchangeably.

Modern wars are fought in both physical and cyber-space.
The sensitive nature of the data collected makes BANs a
target for malicious entities to exploit. Lack of adequate
security features may not only lead to a breach of soldier’s
privacy, but may enable a malicious entity to modify data
from the BAN to mislead the field commanders and medical
staff. Therefore, the ability to ensure the confidentiality and
integrity of personally identifiable health information and
to prevent any unauthorized access to it (as stated in the
Health Insurance Portability and Accountability Act (HIPAA)
(http://www.hhs.gov/ocr/hipaa/), is important in military sce-
narios, as well. One of the most vulnerable aspect of BANs
is the use of wireless communication. This allows adversaries
to remotely monitor the communication and potentially inject
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malicious messages, which give wrong status of a soldier’s
health or trigger inappropriate and even injurious medical
actions. Securing inter-sensor communication therefore is one
of the most important aspects of securing the BAN.

Sensors rely on cryptographic keys to secure their commu-
nication. Keys are usually made available to sensors through
explicit key distribution protocols. All classes of key distri-
bution in sensor networks have required some form of pre-
deployment. Examples include probabilistic key distribution
schemes [2], master key based key distribution schemes [17]
and even asymmetric crypto-systems [7]. However, given the
progressively increasing size of BANs (networks of size 190-
255 nodes have already been proposed [4]), these approaches
may potentially involve considerable latency (due to node
programming) during network initialization/setup or any sub-
sequent adjustments, due to their need for pre-deployment.
We believe that for BANs to be useful in a military setting,
they should be plug-n-play. For example, soldiers (or their
medics) should be able to add, remove and adjust the sensors
on their BAN as and when required without reconfiguring the
parts of the network (a very important requirement in time-
critical environment such as during active combat) and still
have secure communication.

In this paper we present a novel key agreement scheme
called PPG based Key Agreement (PKA), which utilizes pho-
toplethysmogram (PPG) signals for enabling sensors to agree
upon a symmetric cryptographic key for securing unicast
communication between them. The idea of using physiolog-
ical value based features for key agreement comes from the
observation that the human body is dynamic and complex and
the physiological state of a subject is quite unique at a given
time [16]. Broadly speaking, PKA works as follows: 1) the
sensors which want to securely communicate, measure the
PPG signal for a predefined duration of time, 2) one of the two
sensors (sender) generates an arbitrary key, 3) it then hides
this key using features derived from measured PPG signal,
4) the hidden key is then communicated to the other sensor
(receiver), which uses its own features to un-hide the key. The
key hiding and un-hiding process are based on the fuzzy vault
cryptographic primitive, first suggested in [5].

PKA is being implemented as a part of the securing
Ayushman health monitoring system [3] being developed at
the IMPACT labs at Arizona State University. The use of
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PKA can eliminate the need for explicit key distribution in
the BAN. Sensors can agree upon keys as and when needed.
Additionally, the key agreement technique used by PKA meets
the design goals suggested for physiological value based keys
in [9], namely - 1) The keys agreed upon are long and random;
2) Knowing the physiological signals at any time will not
provide significant advantage in knowing the keys agreed upon
in future executions of the scheme, i.e. time variance. This
is an important property which differentiates the proposed
technique from traditional biometrics based techniques where
once a template is created it is never changed [12]. In our case
we want the values to change with time, and as we shall show
physiological values such as the PPG meet this criteria; 3)
the physiological stimuli used for the agreement is universally
measurable (PPG); 4) Knowing the physiological value (PPG
values) of one individual will not provide significant advantage
in guessing the keys being agreed by sensors on another
individual, i.e. distinctiveness. The contribution of this paper
is two fold: 1) a scheme for agreeing upon common crypto-
graphic keys between two nodes in BANs using PPG (Sections
I, IV and V1) and 2) to show that the key agreement scheme
meets the aforementioned design-goals based on data from real
subjects (Sections V and VI).

Il. SYSTEM MODEL

We assume a Body Area Network (BAN) to be a network
of physiological and environmental monitoring sensors which
are worn and/or implanted on a subject or individual. The
sensors collect health and contextual data at regular intervals
and forward it over a multi-hop network to a highly capable
sink node for further processing. We assume that the sensors
communicate through the wireless medium, as wires running
between sensors in a BAN will make it obtrusive. All sensors
are assumed to be able to measure the PPG signals. Already
physiological monitoring sensors are becoming multi-modal
and are able to sense multiple types of stimuli [8]. For exam-
ple, a blood pressure can be used to sense systolic/diastolic
pressure, heart rate, mean arterial pressure. Here we assume
PPG can be measured by the nodes trying to agree on a key.

The threats faced by a BAN is primarily from adversaries
who can eavesdrop on all the traffic within the BAN, inject
messages, replay old messages, spoof sensor identities. The
wireless medium is therefore not trusted by the sensors. Any
entity not in contact with the subject cannot measure PPG
signals from the subject. Note that in this work we focus
solely on securing inter-sensor communication within the
BAN. Communication from the sink onwards can utilize con-
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Fig. 2. PPG signals measured from - a) same individual synchronously
(Duration: 5 sec) b) different individuals synchronously (Duration: 5 sec)

ventional security schemes such as SSL given the considerable
capabilities of the entities involved.

The purpose of PPG-based Key Agreement (PKA) is to en-
able two sensors to obtain a common (shared) symmetric key,
using Photoplethysmogram (PPG) signal, which they can use
to secure the communication between themselves. The PPG
signal is a measure of the volumetric change in the distention
of arteries due to the perfusion of blood through them during
a cardiac cycle. It is measured using a pulse oximeter which
can be attached to the subject’s fingers or ear-lobes. The PPG
signal is thus a representation of a subject’s cardiac cycle
just as electrocardiogram signal, which is generated by the
electrical activity of the heart. PPG signal can be used for
key agreement, through a two steps process: 1) physiological
feature generation, and 2) PPG-based key agreement, which
we describe in detail Sections Il and 1V, respectively.

I1l. PHYSIOLOGICAL FEATURE GENERATION

One of the first things needed for key agreement between
two sensors in a BAN is to be able to identify something
common between them which only they know. Traditionally,
some form of deployed value is used for this purpose, requiring
human intervention in the network’s functionality. Here, we
propose a more plug-n-play approach, by utilizing features
derived from specific physiological values that both sensors
can measure - Photoplethysmogram (PPG).

We perform a frequency domain analysis of PPG signals for
generating the features. This is because, frequency components
of physiological signals, at any given time, have similar values
irrespective of where they are measured on the body. A time
domain analysis showed that the values of two PPG signals
measured at different parts of the body (at two different fin-
gers) have similar trend but diverse values. Another advantage
of using frequency domain features is that the required level
of synchronization during measurement of the PPG signal at
both sensors for feature generation is not very strict. Our
experiments show good results even with a 1 second difference
in the start-times of the PPG measurement at the sensors. If
PPG signals were to be analyzed in time domain, the level of
synchronization would be about 1/ f, where f is the sampling
frequency, which in this case is 1/60Hz = 16.6 msec [13].
Figure 2 shows synchronously collected PPG signals from two
sensors located on the same subject and different subjects.

The feature generation process is executed by both the
sensors in the following manner - 1) Both sensors sampling
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Fig. 3. Peak based Feature Generation

the PPG signal in a loosely synchronized manner, at a specific
sampling rate for a fixed duration of time (60Hz and 12.8
seconds, respectively in our case producing 60 x 12.8 = 768
samples); 2) The samples are divided into five overlapping
windows of 256 samples each. A 256 point Fast Fourier
Transform (FFT) is then performed on each of these parts;
3) The first 32 FFT coefficients of each of the five windows
are then passed through a peak detection function (simple local
maxima detector) which returns a tuple of the form < k7, k! >
where k¢ is the index of the peaks, k; is its corresponding FFT
coefficient values, and ¢ is the peak id, the maximum value
of which is the total number of peaks observed. The number
of peaks observed by a sensor vary with situation, but on an
average it is around 30; 4) Each of these peak-index (k) and
peak-value (k) pairs are quantized and converted into a binary
string and concatenated ([k|k,]) to form a feature. Figure 3
shows the feature generation process. Each individual feature
obtained from a single measurement is 13 bits long (8 bits for
k. and 5 bits for k,) and is concatenated to form a feature
vector Fp = {fp, fp, - fD }, where ff, = [kL|k!], D is either
the sender (s) or receiver (r) node, and N is the size of the
feature vector (which is same as the number of peaks observed,
i.e. N =30).

Figure 4 shows peak values versus peak index graph for
PPG obtained from the same individual and different individ-
uals. The lines which are completely super-imposed are the
common features. We found that the higher the correlation
between the FFT of PPG signals at two sensors, the larger is
the number of peaks values and indices they have in common
in their respective FFTs. It can be seen from Figure 4, sensors
on the same person have a higher number of super-imposed
lines (highly correlated) compared to sensors on two different
people. The lack of correlation between the FFTs of sensors on
two different people is due to the difference in physiological
signature of each person at any given time. The FFT peaks
can thus clearly be used to distinguish between sensors which
are in the same BAN or different BANs providing an efficient
authentication mechanism and a basis of key agreement (as
we shall see in the next section). This was the primary reason
for choosing FFT peaks as features.

IV. PPG BASED KEY AGREEMENT

Once the feature vector has been generated, it can then be
used by the sensors to agree upon a common key. Broadly
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speaking, the scheme works as follows: one of the two sensors
(sender) generates a random symmetric key which it then
hides using a feature vector obtained from the PPG signal.
This hidden key is sent over to the other sensor (receiver)
which uses its own version of the feature vector and obtains
the random key after correcting the differences between its
feature vector and the one used by the sender. The idea
of using error correction to arrive at a common key for
any physiological value (the paper itself did not focus on
any particular physiological value) was first argued in our
preliminary work in [1]. The inspiration behind the idea was
the observation that each measurement of physiological values
was independent of others, any difference is their measured
values could be modeled as communication error. We proposed
the use of simple error correction schemes such as majority
decoding as proposed in [6]. A inherent problem with using
this approach is that though it can correct the presence of a
few differences in feature vectors, it cannot handle re-ordering
of, or presence of additional features (in one of the sensors)
in the feature vector [5]. We address this by proposing the use
of a cryptographic construct called Fuzzy Vault [5].

A. Fuzzy Vault

The fuzzy vault scheme first proposed in [5] is designed to
lock (hide) a secret (S) in a construct called a vault using
a set of values A. Once the vault has been locked it can
be unlocked only with another set of values B which has
“significant” number of values in common with set A. The
construction and locking of the vault is done by: 1) generating
a v'" order polynomial p over the variable z that encodes the
secret S, 2) computing the value of the polynomial at different
values of x from set A and creating a set R = {a;,p(a;)},
where 1 < ¢ < |A]| , and 3) adding randomly generated points
called chaff to R which do not lie on the polynomial. Once the
vault is constructed, unlocking it based on the set B is done
by constructing a set @ = {(u,v)|(u,v) € R,u € B}. The
unlock process is possible only if Q has a significant number
of legitimate (non chaff) points which are on the polynomial
[5]. We can map this scheme onto PKA by setting the features
obtained at the sender to set A, those obtained at the receiver
to set B, and generating a polynomial whose coefficients form
the secret key that needs to be agreed upon.

Example 1: Let the polynomial be p(z) = = + 1, set A
be A = {1,2,3} and B be B = {1,3,4}, then the vault R
created by computing the polynomial’s value at each point
in Ais R = {(1,2)(2,3)(3,4)(4,7)(6,9)(7,12)(8,5) }. The
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last four points are the chaff points which do not fall on
the polynomial. To unlock the vault the set @ is constructed,
where @ = {(1,2)(3,4)(4,7)}. As the set Q has two points
on the polynomial, we can use it to easily reconstruct first
order polynomial and thus unlock the secret.

B. Vault Locking & Unlocking

The use of polynomials ensures that the sets A and B need
not have any order to them as long as they have significant
number of common values. The presence of the chaff points
adds security to the vault and hides the actual polynomial.
Unless the adversary knows a large number of points on the
polynomial it cannot reconstruct the polynomial. In this section
we show how we use fuzzy vault for PKA. We use the term
sender for the sensor which creates the vault and locks it, and
the receiver for the sensor which unlocks the vault to access
the secret key. The key agreement occurs as follows:
Polynomial Choice: The sender generates a v*" order poly-
nomial of the form p(z) = c,2¥ +c, 12V~ + ... + co, Where
the values of coefficients are randomly selected. The order
of the polynomial (v) is not a secret and is known to all
sensors in the BAN. The coefficients concatenated together
form the secret key that the sender wants to communicate to
the receiver (Key = ¢y, ¢y—1, ..., o). We have set the length
of this Key to be 128 bits, and depending upon the order of
the polynomial used the coefficients are obtained by dividing
the Key accordingly.

PPG Feature Generation: The sender and the receiver then
measure the PPG signal and generate feature vectors F'y =
L f2 . fY and Foo= f) f2, . fN, respectively. As the
features f! and f are represented by 13 bits, the maximum
number of features possible is 213,
Vault Creation: The sender then computes the set P =
{fEp(f1)}, where fi € Fs, and 1 <4 < N. It also computes
a set of M random chaff points of the form C = {cf;,d,},
where cf; ¢ Fs, d; # p(cfj), and 1 < j < M. The value
cf; of each of the chaff points, is within the same range as
that of the features (i.e 2'3). Therefore, 213 is the bound for
the total number of points in the vault (| R|), which is equal to
| M|+ |N|. We refer to the cardinality of set R as Vault Sze.

Vault Locking: The sender constructs the vault R = P U C,
randomly mixes the values, i.e. R = miz(R), to ensure the
chaff points and the legitimate points are indistinguishable,
which otherwise will follow one another.

Vault Exchange: The sender then sends the vault R to the
receiver using the following message: Sender — Receiver :
IDs, Nonce, R, MAC(Key, R|Nonce|IDs). Here IDs is
the id of the sender and Nonce is a unique random number
for transaction freshness, M AC' is the message authentication
code, the key (Key) used for computing the M AC' is the one
that is being locked in the vault.

Vault Unlocking: The receiver upon receiving the vault R first
computes the set @, where @ = {(b,¢)|(b,c) € R,b € F,}.
It then tries to reconstruct the polynomial p based on the
points in @ using the Lagrangian interpolation (as suggested
in [12]) according to which the knowledge of v + 1 points
{(x0,y0)(x1,y1)s-»(Tw,yu)} ON a polynomial allows us to
reconstruct a v** order polynomial by performing the fol-
lowing linear combination: p’(z) = >>7_;y;d;(x), where
dj(x) = iz} im0 — @)/ (x; — ;). For the receiver to be
successfully able to unlock the vault |Q| > v should hold. It
then takes v + 1 points (from @) at a time and tries to unlock
the vault. The coefficients of the resulting polynomial are then
used to verify the MAC to check the validity of the unlocking.
Vault Acknowledgement: If unlocking was successful, the
receiver then sends a reply back to the sender to inform it of
its correct unlocking of the Vault using the following message:
Receiver — Sender : I1Dr, M AC(Key, Nonce|IDs|IDr).
The symbols have the same meaning as above.

Figure 5 shows the feature generation process. We refer to
the execution of these seven steps as an iteration of PKA. The
key agreement protocol need not be executed in isolation as
shown above and can be combined with secure data exchange.
The random key (K ey) generated in the first step can be used
to enable confidential, authenticated and integrity protected
communication between sensors in a plug-n-play manner mak-
ing BANs more usable. None of the traditional key distribution
schemes [2] [17] [7] nor physiological value based approaches
[9] can achieve this property. Finally, the one-hop security
provided by physiological values can be easily extended to
multi-hop end-to-end communication, where a physiological
value based key is generated between each link on the path
to the base station. This might increase the latency within the
network which might be a problem if BAN is being used in
emergency situations. To minimize this, sensors can execute
PKA once with their neighbors, arrive at a common key, derive
keys from this common key, and use them for securing more
than one communication.

V. PKA SECURITY ANALYSIS

Security issues for PKA arise due to its need to commu-
nicate the vault. An eavesdropper can record this message
and try to construct the hidden polynomial (key) from it. In
this section we discuss the security implications of the two
principal aspects of PKA: the vault and its exchange.

Vault Security: The use of the fuzzy vault construct in PKA
ensures that even though the two sensors may not have all the
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features in common they can still agree upon a common key
in a secure manner. The security of the PKA scheme is based
on the difficulty of polynomial reconstruction. The hiding of
the legitimate feature points among much larger number of the
bogus chaff points, whose values are in the same range, makes
the job of identifying the legitimate points very difficult. An
adversary who does not know any legitimate points has to try
out each of the v 4+ 1 points in set R to be able to arrive at
the correct polynomial. By the same account, the more the
number of features an entity is aware of, the easier it is to re-
construct the hidden polynomial. An example is the receiver
who has to try out v+ 1 points in set @ to arrive at the correct
polynomial.

Figure 6 shows the strength of the vault for different values
of polynomial order used for different number of chaff points.
The strength of the vault is determined by the number of
combinations an adversary has to try to find v + 1 legitimate
points. For ease of understanding, we represent this computa-
tion requirement in terms of its equivalence to brute-forcing
a key of a particular length (bits). As expected increasing
the number of chaff points increases the security provided
by the vault. Higher the order of the polynomial, the more
common features we need to find and therefore higher the
security. Note that PKA guarantees successful unlocking of
the vault as long as the number of common features in @ are
greater than v. By choosing the order of the polynomial to a
value |Fs, N F!| < v < |Fs N F.|, where |F, N F/| are the
number of common features between feature vectors of two
different individuals and | Fs N F..| are the number of common
features between feature vectors for the same individuals, we
can ensure successful vault unlocking for the receiver but not
for the adversary. Of course this will work only if there is a
discernable difference in the number of features between PPG
collected from the same individual and different individuals.
More on this in Section VI.

Exchange Security: The vault exchange and acknowledgement
phases makes it very difficult for adversaries to know the
key being agreed upon. There are fives reasons for this - a)
An external malicious entity cannot spoof the identity of a
legitimate node or inject bogus massages into the BAN, as it
cannot measure PPG and therefore cannot construct a valid
vault; b) The vault has a large number of chaff points which
makes it difficult for adversaries to know which points are
legitimate and which are not (as discussed above); ¢) Any
modification of the vault during exchange would be caught

as none of the (Ufl) keys unlocked by the receiver will
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verify the MAC; d) Replaying the vault exchange message or
the acknowledgement message will not provide the adversary
with any advantage as the repetition of nonce values will
simply lead to the rejection of the messages; €) Even an
adversary with the knowledge of the current legitimate features
will not be able to reuse them because as each time the
protocol is executed new PPG features are derived, which
change with time (see Section VI). With PKA only the sender
has the responsibility of generating the key by choosing the
polynomial, the receiver only reconstructs it. This may be
a problem if there is a difference in the capabilities of the
sensors, resulting in poorly chosen keys. One way to overcome
it is to perform the key agreement twice with each node
generating a key once. Both keys can then be XORed to
generate the common key.

V1. PERFORMANCE RESULTS

In this section we analyze the two important characteris-
tics of PKA which define its security - the distinctiveness
in the number of common features generated from PPG
measured at two BANs and same BAN, and the tempo-
ral variance of the PPG signal to ensure that a knowing
the features used in current iteration of PKA will not al-
low compromise of subsequent PKA iterations. The analysis
utilizes actual PPG data from 10 subjects which we col-
lected from volunteers in the IMPACT Lab. We used Smith
Medical pulse oximeter boards (specifications can be found
at http://www.smithsoem.com/applications/oxiboards.htm) to
collect the data from the volunteers. The volunteers were asked
to sit upright with their hand firmly placed on a desk, the
oximeter sensor was placed on the index finger of each hand.
Data was collected for about 5 minutes from each subject at a
sampling rate of 60Hz. The PKA implementation and analysis
was done using Matlab.

A. Distinctiveness

First, we check to see if PPG features can be used for
distinguishing between people. This is important because we
do no want the vault created by a sensor in one BAN be
unlocked by another sensor located on another subject based
on features generated from its measurements. In our case we
want to make sure the number of common features for sensors
on the same subject be significantly different from the common
tuples for sensors on the different subject. Our definition of
“significant” is defined based on the polynomial order (v) used.

To find the statistic on the number of common features,
we measured the PPG at 113 different start-times which were



1.6 seconds apart for each of the 10 people for whom we
have data. For each subject we had two time series of data
collected from left and right index fingers. We found that the
average number of features observed in each time series was
about 30. Out of the total number of features on average only
two features were common between PPG time series collected
from two different people. While the most commonly observed
value was only 0.8. Executing the same experiment for data
from the same subject showed an average of 12 features to
be common with the most commonly observed value of 14.8.
We can thus see that PPG features create a clear distinction
between people. Therefore, given the statistic on differences
in the number of common features, we can now decide the
possible values for v. The polynomial order has to be such
that we minimize the number of times the common features
between two people does not exceed it (false positives) and
minimize the number of times the common features for the
same subject is below this value (false negatives). Figure 7
shows the percentage of false positives and false negatives for
different order of polynomials. Note that there is an additional
trade-off between the choice for the order of the polynomial
and level of security. Even though 7" order polynomial gives
the lowest false positive and false negative rates, the security
provided by it for a given vault size will be lower than a 9%
order polynomial. But higher polynomial order will increase
the amount of false negatives. In summary, we can say that
using features derived from the PPG signal to generate a vault,
does not give any significant advantage to an adversary who
uses features derived from another subject.

B. Temporal Variance

Now that we have seen PPG signals are distinctive between
two people, we want to see the temporal variance in the PPG
features. Figure 8 shows the results for different polynomial
orders. The x-axis of the graph is the time difference between
the PPG measurement start-times of one iteration of PKA and
another. The y-axis shows the average violations - which is
the percentage of times when the number of common features
between the first and second iterations of PKA are greater
than the order of the polynomial used, averaged over all 10
subjects. We performed curve fitting on the data to show the
overall trend. As expected, when the time difference between
the two iterations of PKA is very close violations are very high
as the feature values in both the iterations are very similar. But
as the time difference increases the violations falls drastically
and then stabilizes with a slight downward trend. We believe as
the time goes by the average violations will decrease further.
Finally, as expected the higher the order of polynomial, the
more the number of common features needed and therefore
lower the chance of getting v + 1 common features between
PPGs measurements at different time stamps. We can see that
PKA meets all our design goals.

VII.

We have implemented the PKA protocol in Matlab. It
works in real-time, in that it collects data from two PPG
sensors attached to the left and right index fingers of a subject
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(where each sensors is equivalent to a sensor located on a
subject) and produces identical keys. When the sensors are
connected to two different people the keys produced are not
identical, as the number of common features are less than
the order of the polynomial which we set to 9. We are
currently in the process of implementing PKA on actual sensor
hardware as a part of our Ayushman health monitoring system
[3] (http://impact.asu.edu/Ayushman.html). Here we provide
estimates of the memory, computation and communication
requirements of a PKA implementation.

In terms of memory PKA requires the storage of PPG (FFT)
features which are represented with 13 bit value. Each sensor
generates about 30 features in a PKA iteration which requires
[(13 x 30)/8]~ 49 bytes. To store the polynomial projection
of each feature we need 23 bits. Thus we need a total of
[(23 x 30)/8] ~ 87 bytes of memory. Now to store the chaff
points we need 36 bits for each chaff point. If we use 1000
chaff points then the total memory storage required will be
36000 bits or approximately 4.5 KB of memory space. So,
each iteration of PKA requires about 4.6 KB of memory.

In terms of computation, PKA has two main requirements.
FFT computation and polynomial manipulation. For perform-
ing FFTs we plan to use customized hardware. In [15], the
authors have proposed the use of dedicated FFT processor
in the sensor architecture. Their design can perform variable
length FFT (128 to 1024 point FFT) on a sensor with an
energy dissipation of 155nJ per FFT computation at a supply
voltage of 350 mV and a clock frequency of 10 KHz. The
processor, implemented using 0.18 ym CMOS technology,
will add only a small footprint to sensors. Evaluating a v*"
order polynomial at a certain point requires p * (p + 1)/2
multiplications and p additions. Considering multiplications
as the unit computation we need O(p?) operations to evaluate
the polynomial at a single point. Now for each iteration of
PKA we need to evaluate the polynomial at NV points, where
N is the size of the feature vector. So, O(Np?) operations are
performed for each iteration of PKA. If we use p = 9 and
N = 30 then there will be 2700 multiplications to perform in
each iteration of PKA. This task can be performed easily if we
leverage FFT processor boards which have similar capabilities.

The memory and computation requirements for PKA are
not very high. A down-side for using PKA is the amount
of communication it requires. For each iteration of PKA to
complete it needs to transmit about 4.5KB of data. This
can be taxing on the sensor hardware. One way to amortize
this cost is to perform data communication along with key
agreement as suggested earlier. We believe, the best use of



PKA is to perform initial key agreement and then use the key
agreed upon for further secure communication requirements.
Any time in the future if a complete system reset is required
PKA can be re-executed to form new keys. PKA is thus ideal
for replacing any form of pre-deployment, which essentially
performs the same task as PKA but in a plug-n-play manner,
i.e. requires sensor programming and user involvement. With
PKA we can achieve the same result in a plug-n-play manner.

VIIl. RELATED WORK

The idea of using physiological signals for securing inter-
sensor communication was first introduced in [1] [14]. The
principal idea was to use physiological values for hiding the
actual key to be shared between the sensors, and correct
the differences in the physiological values using simple error
correction scheme. The paper however does not suggest any
particular physiological value which can be used. Building
upon this initial idea, the authors in [9] propose the use of
Inter-Pulse-Interval (IPI) to generate cryptographic keys. They
measure IPI from Photoplethysmogram (PPG) and EKG time
series by measuring the time difference between the peaks
in the EKG/PPG signal. This series of IPI values were then
encoded into binary to form a 128 bit cryptographic key. Using
IPI for key generation results in keys whose hamming distance
was shown to vary considerably (90 bits different) when
measured in two different people and considerably less for
the same subject. Though the authors suggest the use of error
correction codes to make up for the differences, keys for the
same subject vary from 0 to 40 bits in particular cases, which is
very difficult to correct. The primary reason for this is potential
re-ordering of information symbols (due to translational and
rotational errors which are common in multiple measurements
of physiological and biometric data [5]) which when naively
encoded into binary produces drastically different values. The
schemes proposed in [9] are therefore ideal for authentica-
tion purposes but not necessarily for ensuring confidentiality,
though in some very specific values which are only a few bits
apart have been reported [9].

In [5] the authors suggest the use of a fuzzy vault which has
the ability to tolerate the re-ordering of information symbols.
The scheme is ideal for approaches dealing with physiological
signals because the values produced from measuring the sig-
nals are never completely identical. The dynamic nature of the
body which makes predicting physiological values so difficult
also ensures that any two measurements are not entirely same.
The fuzzy vault scheme has so far been primarily applied to
biometric based authentication example - finger-prints [12] and
iris-image [10]. The main difference between ours and these
schemes is that we want our physiological values to vary with
time, while they do not. This opens biometric based schemes
to different attacks which involve changing the template [11],
which we avoid. Ours is the first approach we know of which
uses fuzzy vault for securing communication in BANSs.

We have previously shown that electrocardiogram (EKG)
signals can also be used for generating keys between sensors
[13]. The approach was similar to this in that frequency
domain features are used as a basis for generating keys.

However the primary issue with the approach is the collection
of EKG signals using the leads on the arms and chest has many
usability issues, an important property that we are striving to
achieve in our security schemes for BANSs.

IX. CONCLUSIONS AND FUTURE WORK

In this paper we presented a novel means of key agreement
in a BAN called PPG based Key Agreement Protocol. It
allows two sensors to agree on a common key without any
initialization or setup. The security analysis and simulation
studies show that PPG is a viable option of key agreement in
a BAN. In the future we are planning to implement the scheme
on actual hardware, while reducing its overheads.
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