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Abstract—Wireless sensor-based Body Area Networks (BAN) Agreement (PKApn a Crossbow mote-based BAN environ-
can play a major role in prOVIdlng individualized health-care. ment. Here we evaluate its energy requirementsy which is

Given their limited power sources, sensors in BAN have to . . -
be energy-eﬁicienttopensure longevity and safety of the net- VETy essential to establish the overall utility of the sckem

work. Recent years have seen the emergence of a new (_:Ias§0f BANSs.
of security solutions for BANSs, called cyber-physical security  In this paper, we characterize the energy consumption

solutions which enable plug-n-play secure communication within ; ; ;
a BAN using environment derived features. However, due to tis (footprint) of PKA. We analyze footprint of PKA to determine

environment-coupled nature, they require signal processig and the aspects of the PKA protocol that are the most expensive,
mathematical routines which can be potentially very energy energy-wise. We analyze both the computation and commu-
intensive for individual sensors. In this paper, we charactrize pication energy costs for PKA, which we believe are com-

the “energy footprint’of a cyber-physical security solution, the . .
Physiolog?é/al Sigﬁm based Kyey Agrgement (PKA))./ The goal i - parable; the former therefore cannot be ignored as was done

1) compute PKA's energy consumption, and 2) determine whetr by many prominent non-cyber physical solutions [7] [16]. We
prominent energy scavenging techniques can be used to me& i fyrther investigate prominent energy scavenging teclesda

requirements. Our results show that the energy requiremerg : ) :
of PKA is small and is sustainable by many of the prominent determine whether they can meet PKAS energy requirements.

energy Sca\/enging techniquesy such as body heat and ambum The principal motivation is to evaluate the pOSS|b|I|ty of

making it a “green” solution for large scale deployments. eliminating the energy cost of utilizing PKA, within a BANa|
a way, by showing that energy scavenging can be used to meet
. INTRODUCTION PKA's energy requirements, we are extending its plug-ry-pla

) nature from a solely security perspective to its operatisn a
Body Area Network (BAN) is a network of wearable well (the operation of PKA does not require any maintenance
and/or implantable wireless sensors, which enables peevaspy the BAN user; deployment alone is sufficient).
individualized, and real-time health management for thetho The contributionsof the paper are as follows: 1) Deter-

(i.e. patient) it is deployed on [10]. Energy efficiency foination of the energy consumed by PKA and its various
sensors on the BAN is very important, primarily to imprOV%omponents, at different settifgsy executing it on a mote
the sustaina_lbilityof the network, given the Iir_n_iteq poweringp|atform instrumented to measure energy consumption; 2)
source available at each sensor. Sustainability is péatigu Analysis of the results obtained to determine the energy-
useful in large scale deployments of BAN, as it improves thgtensive components of the PKA, along with the overall
technology's eco-friendliness and green nature. For el@mR:omputation and communication energy costs associatéd wit
energy self-sufficiency using energy scavenging reduces i ang 3) Identification of the energy scavenging technique
dependence on environment-unfriendly batteries. Adaitily, \yhich can meet these requirements. Our results show that PKA
it makes the BAN safer for the human body and has théergy consumption increases as the security provided by it
potential to make BAN solutions more cost-effective. Thigcreases. When PKA provides the highest security for our
need for energy-efficiency gains even more importance WhgRp|ementation, it consumes an average power of 53.5mW and
sensors in a BAN implement secure communication protocoliaximum power of 58.8mW, in the worst case (when the mote
Recent years have seen the development of a new clgggsceiver is always on). Further, the results show that th
of protocols calledcyber-physical security solutionsvhich energy requirements of PKA have a comparable computation
enable a plug-n-play secure inter-sensor communicatithini and communication component. Finally, the overall energy
a BAN. These solutions are tightly coupled with their eniiiro footprint of PKA is small enough to be sustainable by many of
ment - the human body and require many signal processifi@ prominent energy scavenging techniques, such as the bod
and mathematical routines in order to function [13]. Thesgat and the ambulation; thus making it more eco-friendly.
requirements can potentially impose considerable overhea
on individual sensors in terms of energy requirement. In [1] *PKA can be customized to provided different levels of seguin our

: g : implementation, we achieve security equivalent to broteihg 55 bit key up
we illustrated our ability to successfully implement onetsu to 65 bit key. Higher security (more than 128 bits) is theioedty possible

cyber-physical solution, callehysiological signal based Key [13] but requires a more capable hardware



Mote

TABLE |

PKA Execution Parameters
Parameters Values Oscilloscope
Sampling 60 Hz (processing PKA)
Sampling Duration 12.8 secs -
FFT 256 points, 5 windows 2.7 ohms
Polynomial Order 6 (Measures current
Feature Length 4 bytes Ppulses and duty cycle)
Polynomial Projection 4 bytes
Vault Size (Legit. and Chalff Points) 1K-5K
Vault Element Size 8 bytes Multi-meter
Vault Message Pckt Size 80 bytes (10 elements/pcki) 2
Acknowledge PcKi Size 30 bytes easres et draun g opraon

Fig. 1. Energy Measurement Setup

) ) ) upon receiving the vault, identifies+ 1 elements from the

The paper is organized as follows, Section Il preser 5yt whosez-values are identical to its own feature values
brief overview of the PKA protocol, followed by Section Ill, 3ng tries to re-construct the polynomial hiding the secest k
which defines the energy model which we utilize for oufising | agrangian Interpolation Once it has generated the
analysis. Section IV presents our experimental setup/lt®siorrect polynomial, it sends back an acknowledgment. Any
and analysis, followed by Section V, which presents somg ersary eavesdropping on this conversation does not know
energy scavenging techniques which can meet PKAs eneigy |egitimate points from the chaff and has to try all posib
requirement. Finally, Section VI concludes the paper. combinations of sizev + 1 from the vault to arrive at the
correct key, which can be prohibitively expensive.

PKA thus involves a number of computationally complex

In this section we review Physiological signals based Kestages such as computation of FFT, peak detection in signals
Agreement (PKA) proposed first in [13] and utilized phoevaluation of polynomials, and interpolation of a polynami
toplethysmogram (PPG) signal based features to enable tinam a set of points. It further, requires the communicatibn
sensors to agree on a common key. the entire vault for successful key agreement. Implemgntin

Initially, both the sensors measure PPG signal in a loosaach of these techniques on motes require many approximatio
synchronized manner. A set of frequency domain features amd were still computation, memory and communication wise
then generated by first performing a windowed (256 poinifitensive compared to traditional mote based applicatibhs
FFT on the PPG signals and then detecting the peaks in ffable | shows our chosen parameters for implementing PPG-
FFT coefficients. Peaks are local maxima in FFT coefficientsased PKA.
Features are then derived from the peaks by generatingstuple
each of which record a peak-value and its corresponding
peak-index. These tuples (features) are then quantized anth order to compute and analyze the energy consumption of
concatenated to form a feature vector. PKA, we first define the energy consumption model used by

Once the features have been generated, one of the tWo We then compute the energy consumed by different stages
communicating sensors (designated sender) generates a @f°KA and finally analyze them in detail. Before we present
dom symmetric key (128bits long, longer keys can also e energy model and its analysis, we give a brief descriptio
used) which it then hides using the feature vector obtain@§ our implementation setup.
from the PPG signal. For this purpose of hiding the key A Implementation Setup

fuzzy vaultcryptographic primitive [3] is used. The hiding A prototype of the PKA protocol was implemented as a
process works as follows - 1) the sender generatgh arder ZE.art of the Ayushman health monitoring system [4] using

aFirsl 32 points/window were concatenated together for fesed feature generation

Il. PHYSIOLOGICAL SIGNAL BASED KEY AGREEMENT

I1l. PKA ENERGY ANALYSIS

p_olynomial (we choose_ 6th order for_ ease of impleme_ntatio hotoplethysmogram (PPG) as the physiological signal of
higher orders are possible and provide greater Secump’[l_choice. We chose PPG signals because it allowed us to verify

Fhe coefﬁgients of WhiCh are populated by the secret key Mh'ﬁﬁ validity of our results based onbenchmark implementa-
is to be hidden, 2) it then computes the polynomial at each {?fn using Matlab which was presented in [13]. PPG signals

the points in the feature vector generated from the freque easure the volumetric change in the distension of artdties

](cjor?am reptresen(tja_ttlon Of PtP_G S'QTEIS’ 3|) each flefaturegl t3%he perfusion of blood through them during a cardiac cycle
eature vector and Its projection on the polynomial ofm&&a &, ,seq smith Medical pulse oximeter boards (specifications

of legitimatecoordinates of the formufvaluey-value) which can be found at http://www.smithsoem.com/ applications/ o

are tg.en :)bsculrlteitgyf?ddlhg: aSIargel?umfblirKc/)Af\ t_)ogus, r"’mdfﬁ'?)]ards.htm) to collect the data from the volunteers. Weduse
coordinates cafleeznall points Secunty o IS Propor™ 45 TelosB motes with 8MHz processor to execute PKA.
tional to the size of the vault - i.e. number of chaff point8][1

This set of legitimate points and chaff points is callefuazy B- Energy Model

vault and each coordinate point in it are called #lements  There are two distinct components to energy consumption
of the vault The vault is then transmitted to the other sensam PKA that we need to consider. The first is ttmmputational
(designated receiver) via the wireless medium. The receivanergy costwhich quantifies the amount of energy consumed



TABLE Il
PKA Stages’ Current Draw and Timing Results

Mote Stage Current Draw (Radio-Off)  Current Draw (Radio-On)  Time (msec)

Sensing 6.6mA 6.6mA 12800
Sender/Receiver FFT Computation 1mA 19.56mA 2138

Peak Detection and Quantiz. 0.14mA 18.72mA 12.4
Feature Generation 0.11mA 18.72mA 13.6
Polynomial Gen. & Eval. 0.08mA 18.68mA 8

Sender Chaff Points Gen. 0.01mA 18.61mA 14
Vault Tx (Size = 1K,2K,3K,4K,5K) - 19.33mA 51335‘00((41}5)”57750&22}5)' 4000(3K),
Ack Rx - 19.20mA 20

Recoiver | Vault Rx (Size = 1K,2K 3K 4K 5K) 19.41mA 51;700()&%)”5775&(52}5)' 4100(3K),
Lagrangian Interpolation 0.43mA 19.04mA 50
Ack Tx - 19.11mA 17

during the execution of PKA, while the second is the coniHere, E.,,.., is the computational energy codt, and I,

munication energy, which quantifies the energy consumack the current draw by the transceiver during transmission

in transmitting and receiving the vault. Traditionally, ihe and reception, respectively,, andt,. is the time taken for

domain of sensor networks, the prevailing assumption has beransmission and reception respectively. WHilgr ; andt,.. s ¢

that communication energy costverwhelm computational are the current draw when the transceiver is switched off and

costs. However due to the considerable processing regementhe duration for which it is off, respectively, and is the

of PKA in terms of FFT computation, feature generation, polysupply voltage.

nomial generation, evaluation and Lagrangian interparteti

we suspect computational costs to be substantial portion of

the total energy costs. In this section, we present the result and analysis of the en-
1) Computational Energy Consumption Mod€ur energy ergy consumption of PKA protocol. Our results were through

model is based on the on-line energy estimation model dastrumentation of an implementation of PKA, using which

scribed in [2]. The idea behind the model is to determine thee directly measured the current drawn for different stages

time for which each hardware component in the system @§ PKA and their duration of execution. Our aim was to

on or off, and the current it draws during the process (fundetermine the energy consumed by various stages of PKA

tioning and idle). Energy consumed can then be determinfed one complete iteration of PKANe begin by describing

by multiplying the current and time with the supply voltag®ur experimental setup and our results and then move on to

(V). More formally, the model can be represented using tlamalyzing them.

following linear equation:

IV. ENERGY CONSUMPTION OFPKA

A. Results
Ecomp =V X (Iprtpr + Ipstps + chitci) Q) The aim of the experiments was to determine the current
i drawn and its duration in different stages of the PKA exexuti

Here, E.omp is the computational energy cost, is the SO asto determine the energy consumed based on our energy
voltage used by the system,. andt,, are the current draw models. In order to do so, we established an experimental
when the processor is running and the time for which it 8etup as shown in Figure 1. As mentioned earlier, the prbtoco
running, respectively/,; andt,s are the current draw whenwas executed on a pair of TelosB motes which attempted to
the processor is in the idle mode and the time for which ise PPG signal from the human body in order to agree on a
is in that mode, respectively, and), I.,t., gives the current common key. Across the two power leads of the mote, a small
and time required for the other components on the mote, f@sistance (2.7 ohm) was connected in series with an ammeter
example sensing. An oscilloscope was connected across the resistance so as to
2) Communication Energy Consumption Mod@&he sec- visualize the voltage pulses generated (across the rgsistd
ond important aspect is the communication energy requit@ measure their duty cycle. The resistance value was chosen
ments of PKA. We again use a model similar to the orguch that the voltage generated across it by the curreng puls
computational one here by determining the time spent i® clearly visible in the oscilloscope. Care was taken that t
transmission of the packets and time current drawn in psycekesistance chosen is not too large to affect the input impesla
and time spent in the receiver mode and its correspondiafjthe mote (which acts as a current source in this case).
current draw. More formally: In order to be able to analyze the energy consumption of
the PKA protocol, our energy measurements divided a single
Ecomm =V X (Iigtix + Irgtre + Irofttroff) (2) execution of the protocol into eleven stages: 1) Sensing 2)



to try to arrive at the correct key [13]. We therefore compare

o { TN TV 5 o the energy consumed by one complete execution of PKA with
h ensing b ° Time ensing ¢ Radio Off . - H
S ™ F serere mo  €SPect to different chaff points in the vault.
s Em m o Figure 3(a) shows the overall energy consumption by the
sender and receiver for executing the protocol at five difier
" Quantaaton "th‘Jm "llJlLJIL et ssion vault sizes. The energy consumed in creating and opening
: 0 ofSinne : larger vaults is greater than small vaults. This is because
Feature Generation Fo=[flf2 . £ Fo= (02 e ] Feature Generation . B
p(,sl)m smaller vaults have lesser number of chaff points which eend
poynomal Generaion 445 needs to add to the legitimate points. Consequently lebser t
o v number of packets need to be transmitted in order to com-
chaftpointGeneraiion 76 %0 municate the vault to the receiver. Similarly, at the reegs/
Do . end, the number of combinations of the vault elements tteat th
PO SRS . ati ements
%% o ® o receiver has to compare with its own feature points, to ifient
L o . . . .
h ) Lagrangian the polynomial, is much smaller along with the time taken to
R receive the vault itself. Further, in the Radio-On experime
—— the receiver consumes slightly more energy than the sersder a
more current is drawn in receiving the packets than sending
Fig. 2. Stages of PKA Protocol them. In the Radio-Off experiment, the sender consumes much

FFT Computation, 3) Peak Detection and Quantization, l§ss energy because it gets to remain off longer. Thesetsesul
Feature Generation, 5) Polynomial Generation and Evalnati underline the traditionatade-off between security and energy
6) Chaff Points Generation, 7) Transmission of Vault, 8) Figure 3(b) shows the computational energy consumption,
Reception of Vault, 9) Lagrangian Interpolation, 10) Trandor both sender and receiver during both Radio-Off and Radio
mission of Ack, and 11) Reception of Ack. Stages 2 throudBff experiments with respect to the cost of sensing the PPG
4 were executed by both the sender and receiver motes. St&j@gal (which is a constant value). As expected, the cost of
5-7 and 11 were executed only by the sender, while Stages@®@mputing the larger vaults causes the energy consumption
10 were executed by the receiver only. We performed two sé@ the mote to go up as the vault size increases. Similarly,
of experiments, one with radio on during the entire executid-igure 3(c) shows the communication energy consumption
of the PKA, in order to see the worst-case performance With respect to sensing cost, for both sender and receiver. |
the protocol. In the other experiment, the radio was swilch&hows an increase in energy cost as the vault size increases d
on only when needed, i.e. when the sender and receiver trgéhe increased number of packets that need to be trandmitte
expecting to receive a message or transmit a packet (Sta@’@@’l the sender to the receiver. In both cases, for Radio-Off
7-11 for sender, and Stages 7-9 and 10 for the receiver). Bgperiment, the sender consumes much less energy than all
brevity, in the rest of the paper, we refer to the former séthers because it gets to remain off longer.
of experiments aRadio-Onand latter aRadio-Off Figure 2 ~ We then compared the percentage of energy cost that
shows the various stages of PKA protocol and which ones @@mputation takes compared to communication. Figure 3 (d)
put in idle state for the Radio-Off experiments. shows the results of our comparison which plots the ratio of
Table 1l shows the results obtained from our experimeng@mputation cost and communication cost for different vaul
The values closely match those reported for different fionst Sizes. We find that for smaller vault sizes, the cost of comput
of a TelosB mote in its original evaluation [8]. It can be seefion outweighs communication by a factor of almost two (for
from these results that the FFT computation, vault commuriadio-On). But for larger vault sizes, which require exitess
cation and acknowledgment, and Lagrangian interpolatien &£ommunication, the associated cost pre-dominates. Thigsh
the most expensive stages in terms of computation. When that computation energy cost for PKA is comparable to the
processor is in the idle state, we found that the mote condun®®@mmunication energy cost, and should not be ignored. For
0.01mA when radio was off, and 18.60mA when the radiBadio-Off experiments, the cost of computation is complarab
was on. It can be seen that the current draw for the Radio-@hcommunication for receiver, and much lower for the sender
experiment goes up dramatically for the mote. Now that we The energy consumption for PKA essentially describes
have the current draw results, we can now analyze the enefg§ cost of having a plug-n-play key agreement protocol.
consumption of the entire protocol. Traditional key agreement protocols either utilize key-pre
deployment [7] or public key cryptography [5]. Key pre-
deployment is free as it based on manual initialization,levhi
The analysis of the energy consumption results has t#dliptic Curve Cryptosystem Diffie-Hellman (DH-ECC) pro-
parts: analyzing the energy costs for PKA, and analyzing thecol distributing a 163 bit key consumes about, 0.8J on the
computation and communication energy costs for the prétocmote platform [5]. This illustrates the other importantdea
The primary source of security for PKA for a given polynomiabff when it comes to PKAtrade-off between usability and
order is the number of elements in the vault. The larger temergy Highly usable solutions also have a greater cost, and
vault, the greater the number of combinations an attacker hhis property needs to be considered when deploying BANSs.

B. Analysis
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Fig. 3. a) Energy consumption for PKA protocol for differargult sizes, b) Energy consumed by the computation reqeinesnof PKA for different vault

sizes, ¢) Energy consumed by the communication requireamaEnPKA for different vault sizes, d) Ratio of energy compigta and communication energy
for different vault sizes.

V. ENERGY SCAVENGING things in perspective, the cost of normal operation of a mote

Now that we know the energy requirements of PKA, in thi€@SSuming it requires sensing, processing and transmisgio
section we present a semi-formal discussion on the poisgibif2 30 byte data eveny seconds) roughly consumes a maximum
of utilizing energy scavenging techniques in order to meBpWer of 57mW (during data communication). PKA versions
its (PKAs) requirements. The reason for investigatingaise With larger vault sizes or polynomial orders will be much mor
of energy scavenging techniques for “powering” PKA is t§XPensive. However, if we do not execute PKA regularly the
investigate if it can be made self-sufficient in terms of eger ©Overall effect of PKA on the mote can be lowered.

Again, we focus on evaluating the scavenging techniquesHowever, our aim here is to make PKA transparent to its

for powering the mote for one complete execution of PKAISers with respect to its energy requirements. We therefore
We believe this ability to use energy scavenging to meet &0k at some of the prominent energy scavenging techniques
requirements, enhances the plug-n-play nature of PKA Byat can balance the energy requirement of PKA so that the
making it transparent to its users (host of the BAN) in termf®otes battery be “spared”, allowing it to be used for the l&gu

of its energy requirements as well. sensing processing storing and transmitting operationshiv

Currently, the TelosB motes that are being used to impl&ork has been done in energy scavenging in the domain for
ment PKA in the BAN use AA batteries, from which theywearable sensors [9] [14] [15]. The focus of these works is
draw power for their operation. A typical AA battery hagnainly on developing hardware for scavenging. In [6] [11]
a voltage rating of 1.5 V and is rated at 2600 mAHour dhe authors present a comprehensive study of the amount of
19 mA current (http://data.energizer.com/PDFs/E91.ptif) €nergy available to be scavenged from different sourceb@n t
the worst case (Radio-On scendrit vault size of 5000 for the human body in for operating mobile devices.
receiver), PKA requires an average power of 53.5mW (1.1665Jn this work we discuss four prominent sources from which
energy for 21.8 seconds). The maximum power consumee can scavenge energy for running PKA. Note that we
by PKA is 58.8mW during the FFT computation. Thus wittassume amn-the-fly energy provisioning modiel which the
two AA batteries, used in the motes, we can run more tha&mergy is consumed as it is generated.

6000 iterations of PKA. This is not a surprising result. Td pu « Body Heat: Human body heat is a source of energy that

2We only consider the case of Radio On in this analysis as neenergy can be Scavenged' In [6]’ the authors suggest the use
requirement is guaranteed to meet the requirement of theoR&ftl scenario. of neck braces that can be worn by host of the BAN



TABLE Il
Energy Scavenging Techniques for PKA

Scavenging Techniqueg Source Power Gain Ideal Deployment Scenario
Body Heat Latent heat of vaporization of perspiratign0.2W - 0.32W | Most Cases

Respiration Chest expansion from breathing 420mW Strenuous Physical Activity
Ambulation Arm & leg movement 1.5W-1.6W Physical Movement
Photovoltaic Cells Sunlight 100mW/em? | Exposure to sun

to enable the scavenging. These neck braces scavetigesensors on their environment, i.e. improving BAN safety

energy from the latent heat of vaporization occurring dueor example, minimizing excessive heat dissipation on the

to the vaporization of the perspiration of the individualtissue near the sensors due to their operation while maintgi

The estimated power gain is 0.2 W to 0.32 W with thithe desired security level [12]. This interaction and traffe

approach, which is sufficient for PKA. between security and safety is an open research issue to be
« Respiration: Any form of movement on the body canconsidered in our future work.

be used to scavenge energy [6]. One of the prominent

movement is due to respiration. It is estimated that about__ . _ . .
P This research was funded in part by National Science

420 mW of power can be extracted from a stretchab . .
dielectric elapst;lg band wornx around the chest of anoundauon Grant CNS-0831544. The authors would like to

individual. This amount of power is sufficient for PKA thank Georgios Varsamopoulos of IMPACT Lab, for help with

but can be extracted only from heavy breathing. improving the readability of the paper.
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